EHealthcare simply refers to the use of electronic devices, mainly computer systems to help deliver healthcare services in a hospital. In eHealthcare, a number of systems are integrated in other to allow for rendering of healthcare services in a manner that minimizes the errors in the process as well as speed up the process. Recent researches on this topic show the lack of a proper underlying architecture or framework that allows the involvement of various stakeholders without sabotaging the security of the data and maintaining limited access control. This implies the need for a broader research into software architectures that will allow for the proper implementation of the eHealthcare
Introduction
Healthcare is a field in which accurate record keeping and communication are critical and yet in which the use of computing and networking technology lags behind other fields.
Healthcare professionals and patients are often uncomfortable with computers, and feel that computers are not central to their healthcare mission, even though they agree that accurate record keeping and communication are essential to good health care. [3] The present day health care process is quite tedious and time consuming. This is due to the elongated series of activities involved in the process of initial patient registration, seeing a physician and filing and collecting prescriptions. Part of the problem is also due to the rather poor and outdated data storage and retrieval system. There is also a lot of paper ISSN: 2289-7615 Page 173 work involved which put a lot of important records in danger of being destroyed and with a very poor security.
As a new patient, visiting the hospital for the first time, you need to undergo a registration process which basically involves buying a patient card, filling your information on it and then submitting it back to get filed. A file will be opened and used to store your records.
Files of waiting patients will be retrieved by the patient using his patient card. The file will then be taken to a nurse who will add it to the waiting list. The patient will then wait in line until it is his turn to see the physician.
The physician adds new diagnosis to what already exist in the file and prescribe the medications necessary. The patient then takes the prescription to the pharmacy. Any discrepancies with the prescription document like inability to understand the handwriting has to be taken back to the physician.
This process is clearly vulnerable to problems like poor security; the only thing standing between the data and information is the door to the file room or cabinet, forgery is also possible since anybody can forge the prescription document. Time wastage is also a problem. Activities like patient file retrieval consume a lot of time and create backlogs. Files full of important information are also susceptible and extremely vulnerable to malicious usage, accidental destruction, and intended destruction, theft and information misuse.
Literature Review
In order to appreciate the knowledge within this research it will be rather necessary to take a look at the current state and the general nature of the healthcare delivery system as well as the efforts being put in order to realize eHealthcare system.
Although there have been a notable effort on the side of developers to introduce computer devices into day-to-day health care activities, hospitals and clinics around the world are still yet to accept this development which makes health care one of the most lagging behind in terms of computer technology.
The current system is a completely manual, totally outdated and grossly error lagged file based system. Record keeping is done through written paper records, enclosed in file ISSN: 2289-7615 Page 174 folders and kept within file cabinets in alphabetical or numeric order. Record retrieval can only be achieved through manual searching through thousands of records. This consumes a lot of resources like time and energy thereby making healthcare delivery not only slow and tedious but also a nightmare for both patients and clinic employees. These files and records contains very important information that are necessary to the smooth running of the hospital and their security is not only a professional ethics but also a sworn duty on the doctors, nurses and other health workers. The existing system fails to facilitate for the adequate securing and safekeeping of the records.
In a survey done by Fred Pennic[5] regarding paper based healthcare system, he found out that primary care doctors spend only an average of 30 -40 hours directly in patient care because of heavy paper work. Each patient visit requite an approximate 10-13 pieces of paper and that large percentage of physicians see 50-99 patients in a week.
[5] Therefore, each physician accumulates about 975 pages of weekly paper work which leads to thousands of tons of paper used, causing storage and environmental harm.
Communication and message passing in the existing system is equally old fashioned.
Information is being circulated by means of papers written, and forms filled by physicians and other clinic employees. These medium is prone to errors which can endanger the patients' life and wellbeing. These messages contain crucial information like drug prescriptions, doctor references, test recommendations which have to be error free and in which mistakes are likely to cost a life and possibly a career. Also a notable development is the centralized system that is developed based on a monolithic architecture to manage and automate some of the functionalities in healthcare delivery. It comes with an improvement as it involves other stakeholders like pharmacists and nurses thereby integrating more functionality. It is a web based system and therefore put a lot at stake concerning security and also provides limited functionalities.
The currently implemented eHealthcare system is merely a record keeping system also known as electronic health record or electronic medical record. This system fails to meet a very good satisfaction level. [10] It is therefore clear that there is an urgent need to upgrade this existing system of healthcare delivery in other to bring the establishment up to date and in line with the ISSN: 2289-7615 Page 176 technological advancements as well as to put it in a position where it can take advantage of the new technologies available. [6] The aim of this research is to study the healthcare field with the intention of determining ways through which the processes can be automated. The purpose of which, is to find the best way to implement a computer based system that will take care of the problems within the establishment without compromising the professional ethics and laws surrounding this establishments.
The proposed system is a distributed system, implemented based on service oriented architecture and secured by a role based access control mechanism. Unlike in the existing system, paper usage is very limited and mostly in special cases. File record system is replaced with centralized databases, thereby eliminating threats of destruction, unintentional and malicious tampering, and theft. Manual record retrieval in the current system will be replaced with a fast and swift "search-by-ID" method that will retrieve any record within seconds regardless of its location.
Data and information distribution will also be facilitated. The proposed system is distributed. This means that data and information are stored in a common location that provides access to different types and classes of information to different users based on their access levels. This is better than the existing system in which all information about a patient is available to anybody that picks up the patient's file. [1] Errors and miscommunications will be reduced since the doctors need not to write prescriptions and diagnosis and mistake reading the prescriptions will be eliminated.
In light with the current problems in the existing system; both manual and computerized, a new research is put in place to find a way to implement a solution to the problems. A new distributed e-healthcare system is to be developed based on service oriented architecture that will eliminate the current limitations faced by the existing system without compromising security of the information and data kept in the system.
The proposed system will be distributed; that is, the proposed system will consist of more than one system but organized to work as one. This will provide a chance to involve the different stakeholders like doctors, patients, pharmacists and receptionists or nurses.
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The distributed nature of the system is implemented through service oriented architecture (SOA) which basically divides the whole problem into sub problems and use different application programs to solve the smaller problems. Each part of the system will perform it functionalities before passing the information to the requesting subsystem through the central database. [4] Communication between the individual systems is made possible through a common central database that is controlled by a role based access control mechanism that manage access to data and information based on the role of the user requesting access [13] .
In essence, the proposed system will overthrow the existing system's limitation regarding user involvement, enforce better security by providing information on a need -to -know basis.
In the proposed system, the various users will be able access functionalities based on their roles in the overall system. A doctor will be able to search for a patient, update some of his records, add diagnosis information, prescribe medications, access appointment schedules and generate patient report. A nurse or receptionist will be able to add or register new patients, edit patient information and access appointment information. A pharmacist will access prescription information for a patient or many patients at once, he will be able to print out prescription report for a patient or a period of time, and to declare a prescription collected. ISSN: 2289-7615 Page 178
Research Methodology
For a research to be good and for its results, findings and reports to be reliable, it is necessary to collect unbiased data and information from the various subjects in the research and for that data to be analyzed to prove or disprove the research hypothesis.
In this project, i will use quantitative research methodology approach to collect and analyze data from the various stakeholders in the healthcare establishments. These are doctors, patients, nurses and non-health workers like receptionists.
I choose quantitative research methodology because it allows uniform data to be collected from different sources and to be analyzed for statistical survey. It also provides an excellent means of finalizing results and proving or disproving a hypothesis statistically. [7] [9]
Research Design
In order to acquire the required amount of information and to gather the amount of information required, we will collect different data from different subjects using various fact finding techniques. Therefore, to collect data from the doctors, we will use structured interview technique. An interview is a one -on -one question and answer session that allows the interviewer to gather information from the interviewee. It is the most commonly used, and the most useful fact-finding technique. Enables collection of information from individuals face-toface [8]. Since we don't need to interview a large number of doctors, an interview will be appropriate and much information will be gathered through interviewing rather than just administering a questionnaire.
For the pharmacists and nurses, data will be collected through the use of questionnaire.
Ideally, information gathered while observing the patients will cover most data required from the nurses. But for a research to be critical, information has to be gathered from each and every user's perspective. A questionnaire is a collection of well structured, close ended questions that are administered to a sample population to collect data and information. A questionnaire is a special-purpose document that allows facts to be gathered from a sample population while maintaining control over their responses through close-ended questions.
However for the patients, an interview will be unrealistic because a large number of patients will have to be examined. As such, we will use observation and questionnaire to collect data from the patients. The motive behind using both techniques is that some patients will provide different information in the questionnaire while they do it differently.
Therefore the observation will help to validate information gathered from the questionnaire.
Findings
In the course of this research, a number of findings that are important for the enactment of service oriented architecture were made. These findings can be summarized into three parts.
• Architecture Overview
• Data Model
• Middleware Implementation
Architecture Overview
In contrast to a native distributed system architecture in which different parts of the system are anonymous to each other but known to a single central point usually the server, service oriented healthcare delivery system is made to coordinate operations on different devices or software systems.
Since hospital data is sensitive and needs to be collected and kept securely, access to such data is minimized to only one server with enough power to make computations on the data as services to other software systems that can be seen as the clients.
Using SOA to implement the healthcare delivery system is a three-way advantage. First, it provides users a unified access/communication protocol to interact with system and software elements; secondly, it facilitates the building of flexible systems while preserving efficiency and scalability and lastly, enhancement of security through the middleware ability to control access of various users.
Generally, throughout the reviewed documents, it can be concluded that the generic architecture of SOA consist of three layers. These are:
Application Layer:
This is the interface part of the system. Users are able to make use and interact with the system at this layer. It is provided in a nice GUI form that will accommodate users with less knowledge in computers (novice level of usage). The application layer is designed to collect data and instructions from the users (Doctor, Pharmacist, and Nurse) and pass them to the server for appropriate computation to be performed. Results of these computations are passed back to the application layer where it is presented to the user.
Service Layer:
The service layer contains all the functionalities of the system. These functionalities are designed as services that can be requested by any user with access to the application layer.
Each service is designed to implement a single functionality of the system. The main goal of this layer is to cope with the heterogeneity issues of different user requests provided by the application layer and software components. Typically, this layer relies on the Web protocol such as TCP/IP, HTTP.
Access Layer or Middleware:
This layer deals with communication between user applications at the application layer and the services provided by the service layer. Since the application and service layers are all implemented in different protocols, there is a need for a communication middleware that will be able to collect the data from application layer, convert it to a form understood by the service layer and pass it to the service layer and vice versa.
In essence the middleware layer provide access to user application to the services, translate data the appropriate format and provide means of communication between the server and the client applications.
Data Model
In a typical healthcare environment, where numerous user applications connect, request, and exchange information with the server, a common understanding for all devices is crucial. This leads to a need to have a common data model accommodating user applications, server as well as the services. This data model will be used as an integral part of the system, thereby facilitating an agile environment with minimal coupling between all its components.
3.3.1.Web-based Data Model
In this model, software services and data produced by them are represented as Web resources. Interaction with component can be done in request/response styles. For example, users send command to add new patient, view patient information, or update patient information or patient's status. This model and interaction style is commonly used in the reviewed works.
User applications, regardless of their protocol will send requests and get response from the services over a Web protocol like http.
For complex data to be passed through the middleware, it needs to be in a format that is understood not only by the receiving Web-service but also the middleware itself. Complex data is data that is made up of smaller data. It is multi-part and therefore needs to be wrapped before passed through communication middleware. A good practice will be to use a data format that is understood over all the protocols used in the healthcare architecture.
JSON
JavaScript Object Notation is a lightweight data interchange format that is very easy for human programmers to read and write and computers can generate and interpret in a very short time. It is like an implementation of xml that is more in tune with java as it is developed solely for java scripting. The code for generating and translating or parsing json is readily available in the Json class library.
Since only the server system have access to the database, the desktop application will only be able to send data by generating a json object and send it to the server through various server URIs or Universal Resource Indicator. On the server side, the web service indicated web service will take the json file translate it and execute the required functionality.
The web service will also collect the generated output, convert it to a json file and send back to the requesting class of the desktop application.
User applications will be able to locate and identify the various services using the Universal resource locator (URI). The URI is otherwise referred to as URL -Universal Resources ISSN: 2289-7615 Page 182 Locator. It is the address that indicates the functionality or service that a client application is trying to access on the server system.
SOA based eHealthcare Delivery System
As I previously stated, the most important part of this research is to find a means through which I can implement a system that will support various stakeholder activities in a healthcare delivery environment (hospital, clinic) without compromising data and system security as well as functionality integration.
After the careful research, I have come up with the conclusion that I can use service oriented architecture to integrate a number of software system to act as a single system in a sort of distributed lay out.
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3.3.3.Hospital Application
The hospital application provides an interface for the various users in the hospital. These users are doctors, nurses at reception, pharmacist and administrator. The hospital application is made of a graphical user interface that allows users to pass data and instructions for computation or storage as well as receive and view results of those computations.
3.3.4.Web Server
The web server is mainly used to host the numerous services that are to be provided to the hospital application but it is also used to provide access to the patients over the web.
Instead of developing a new application for the patient user, the web server is designed as a web application that the patient user can securely access.
Web Service Repository
Service repository contains two main types of services: elementary and composite. The elementary services are designed to handle a single functionality of the system. The services can be added to the repository by the administrator. A composite service is a service that needs to call another elementary service in order to implement its functionality. Web service repository is hosted together with the web server.
JSON API
The Json API is necessary as data sent over from hospital application to the web server and vice versa needs to be translated to json format. The Json API helps with the translation process thereby eliminating the need for the programmer to write the code for the translation. The json API consists of a serialiser that convert a java object to json and a deserialiser that converts json to java object.
3.3.6.EHealthcare Delivery System -Implementation
The proposed system will be a distributed system. That is to say it will be a collection of independent systems that appears to its users as a single coherent system. The system will be designed to support different users on different devices with different platforms ranging from desktop or laptop computers to smartphones running Android and IOS. [4] Basically, the overall system will consist of three different components combined in other to integrate the various activities and ensure fast and secure healthcare delivery. The four integrated applications are:
A standalone application developed using java swing. It is lightweight and platform independent. It has a graphical user interface that is quite easy to use even by novice computer user.
A web based system that is developed in HTML5. It can be accessed from any device with an internet connection and a browser. This works as both the host for the web services and also the interface for patient user to access the system.
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3.3.7.Hospital Scenario
To shade a better understanding on how the eHealthcare delivery system will work, consider the following hospital scenario. For copyright reasons, i choose not to use the name of any hospital.
The hospital in question is assumed to have procured eHealthcare Delivery System and it's installed on a computer in the lobby/reception, on each doctor's computer and on the pharmacy counter. Each user is registered to the system and has a username and password for login.
When a new patient arrives to the reception counter, the nurse registers him/her as a new patient and adds him/her on a waiting list to see the available doctor. In the case of an existing patient, the nurse will add him/her to the waiting list by first searching his record and using his patient identification number (PID) and adding him/her to the waiting list.
At the doctor's side, the main page contains a waiting list which shows the name and identification number of all the patients added from the reception counter. The waiting list is in an order based on the time the patient got added to the list. The doctor selects the patient in line and proceeds to view his records, offer new diagnosis, prescribe some medications and so on. The doctor will click finish after he is done with each patient on the list.
On the pharmacist node, the pharmacist can view prescription data in a number of ways.
He can be able to see the prescription on weekly basis, monthly basis or based on patient identification number. The prescriptions that haven't been filed will be displayed and the pharmacist will file them after the prescription has been issued to the patient.
4.0.Conclusion and Future Work
Computer technology changes every day. New technologies are emerging every minute and therefore systems should be made with the provision of making updates to enhance the system's existing functionalities and to add new functionalities.
For the e-Healthcare system, there are already a number of enhancements that are considered to be incorporated into the system. Real-time communication between doctors, patients and pharmacists is an important feature that should be added to the system in the future. Patients can have access to realtime assistance from their doctors and pharmacist can easily confirm prescriptions with the doctor that issued it.
Integration with healthcare devices is also an important functionality that will find its way into the system in the nearest future. Some patients have devices on their bodies performing important activities. These devices need to be integrated with the system to ensure adequate supervision and maintenance.
Alert and notification is another important feature that will help the users in doing their jobs. Healthcare work is much and therefore doctors and pharmacist will need reminders to alert them of some work or notifications to notify when a new work is available. For example a notification alert is sent to a doctor when a new patient is added to the waiting list.
